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resilience (noun): the ability of a substance to return to its usual 
shape after being bent, stretched, or pressed 

Cambridge Dictionary
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https://dictionary.cambridge.org/dictionary/english/resilience
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https://en.wikipedia.org/wiki/Resilience_(engineering_and_construction)#/media/File%3AHome_designed_to_resist_flood_waters.jpg
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Why? I want my construction to resist in extreme conditions for a reasonable amount of time.

How? Identify the risks. Adapt in consequence.

What? Robust foundation. Elastic structures. Strongly fixed roof. etc.
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Client API
DB
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Scenario 1

“ Update email address ”

1 2



Client API
DB
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OK.

Scenario 1

“ Update email address ”

1 2

34
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https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520app%2520%253D%2520require(%27.%252Fexpress%27)%250Aconst%2520%257B%2520User%2520%257D%2520%253D%2520require(%27.%252Fsequelize%27)%250A%250Aapp.patch(%27%252Fusers%252F%253Aid%27%252C%2520async%2520(req%252C%2520res)%2520%253D%253E%2520%257B%250A%2520%2520try%2520%257B%250A%2520%2520%2520%2520%252F%252F%2520Update%2520user%2520in%2520DB%250A%2520%2520%2520%2520await%2520User.update(req.body%252C%2520%257B%250A%2520%2520%2520%2520%2520%2520where%253A%2520%257B%2520id%253A%2520req.params.id%2520%257D%250A%2520%2520%2520%2520%257D)%250A%2520%2520%2520%2520return%2520res.status(200).send()%250A%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520return%2520res.status(500).send()%250A%2520%2520%257D%250A%257D)&es=2x&wm=false&ts=false
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The client is responsible for the completion of the action it has initiated.
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Client API
DB
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1 2a

Email 
SaaS

2b

Scenario 2

“ I want to send a confirmation email ”



Client API
DB
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OK.
1 2a

3a4

Email 
SaaS

2b

3b

Down.

Scenario 2

“ I want to send a confirmation email ”
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https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520app%2520%253D%2520require(%27.%252Fexpress%27)%250Aconst%2520%257B%2520sequelize%252C%2520User%2520%257D%2520%253D%2520require(%27.%252Fsequelize%27)%250Aconst%2520email%2520%253D%2520require(%27.%252Femail%27)%250A%250Aapp.patch(%27%252Fusers%252F%253Aid%27%252C%2520async%2520(req%252C%2520res)%2520%253D%253E%2520%257B%250A%2520%2520try%2520%257B%250A%2520%2520%2520%2520%252F%252F%2520Update%2520user%2520in%2520DB%250A%2520%2520%2520%2520const%2520user%2520%253D%2520await%2520User.update(req.body%252C%2520%257B%250A%2520%2520%2520%2520%2520%2520where%253A%2520%257B%2520id%253A%2520req.params.id%2520%257D%252C%250A%2520%2520%2520%2520%2520%2520returning%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520plain%253A%2520true%252C%250A%2520%2520%2520%2520%257D)%250A%2520%2520%2520%2520%252F%252F%2520Send%2520email%250A%2520%2520%2520%2520if%2520(user.email%2520!%253D%253D%2520req.params.email)%2520%257B%250A%2520%2520%2520%2520%2520%2520await%2520email.confirm(user.email)%2520%252F%252F%2520UNSAFE%250A%2520%2520%2520%2520%257D%250A%2520%2520%2520%2520return%2520res.status(200).send()%250A%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520return%2520res.status(500).send()%250A%2520%2520%257D%250A%257D)&es=2x&wm=false&ts=false
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https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520app%2520%253D%2520require(%27.%252Fexpress%27)%250Aconst%2520%257B%2520sequelize%252C%2520User%2520%257D%2520%253D%2520require(%27.%252Fsequelize%27)%250Aconst%2520email%2520%253D%2520require(%27.%252Femail%27)%250A%250Aapp.patch(%27%252Fusers%252F%253Aid%27%252C%2520async%2520(req%252C%2520res)%2520%253D%253E%2520%257B%250A%2520%2520try%2520%257B%250A%2520%2520%2520%2520%252F%252F%2520Wrap%2520in%2520a%2520transaction%250A%2520%2520%2520%2520await%2520sequelize.transaction(async%2520(t)%2520%253D%253E%2520%257B%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520Update%2520user%2520in%2520DB%250A%2520%2520%2520%2520%2520%2520const%2520user%2520%253D%2520await%2520User.update(req.body%252C%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520where%253A%2520%257B%2520id%253A%2520req.params.id%2520%257D%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520returning%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520plain%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520transaction%253A%2520t%252C%250A%2520%2520%2520%2520%2520%2520%257D)%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520Send%2520email%250A%2520%2520%2520%2520%2520%2520if%2520(user.email%2520!%253D%253D%2520req.params.email)%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520await%2520email.confirm(user.email)%2520%252F%252F%2520SAFE%250A%2520%2520%2520%2520%2520%2520%257D%250A%2520%2520%2520%2520%2520%2520return%2520res.status(200).send()%250A%2520%2520%2520%2520%257D)%250A%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520return%2520res.status(500).send()%250A%2520%2520%257D%250A%257D)&es=2x&wm=false&ts=false
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Great!

But should it really fail?
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1/ It’s the initiator responsibility to wait and retry until the ownership is delegated.

2/ The ownership is delegated once the initiator’s requests succeeds.

3/ Leverage stateful services (Database, Queue, etc)
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Client API
DB

18

1 2a

Scenario 3

“ I want my clients to only fail when they’re responsible ”

Queue

2b

Email 
SaaS



Client API
DB
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1 2a

Scenario 3

“ I want my clients to only fail when they’re responsible ”

Queue

2b

Email 
SaaS

3a

3b

4
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https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520app%2520%253D%2520require(%27.%252Fexpress%27)%250Aconst%2520%257B%2520sequelize%252C%2520User%2520%257D%2520%253D%2520require(%27.%252Fsequelize%27)%250Aconst%2520queue%2520%253D%2520require(%27.%252Fqueue%27)%250A%250Aapp.patch(%27%252Fusers%252F%253Aid%27%252C%2520async%2520(req%252C%2520res)%2520%253D%253E%2520%257B%250A%2520%2520try%2520%257B%250A%2520%2520%2520%2520%252F%252F%2520Wrap%2520in%2520a%2520transaction%250A%2520%2520%2520%2520await%2520sequelize.transaction(async%2520(t)%2520%253D%253E%2520%257B%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520Update%2520user%2520in%2520DB%250A%2520%2520%2520%2520%2520%2520const%2520user%2520%253D%2520await%2520User.update(req.body%252C%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520where%253A%2520%257B%2520id%253A%2520req.params.id%2520%257D%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520returning%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520plain%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520transaction%253A%2520t%252C%250A%2520%2520%2520%2520%2520%2520%257D)%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520Push%2520for%2520later%250A%2520%2520%2520%2520%2520%2520if%2520(user.email%2520!%253D%253D%2520req.params.email)%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520await%2520queue.push(user.email)%250A%2520%2520%2520%2520%2520%2520%257D%250A%2520%2520%2520%2520%2520%2520return%2520res.status(200).send()%250A%2520%2520%2520%2520%257D)%250A%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520return%2520res.status(500).send()%250A%2520%2520%257D%250A%257D)&es=2x&wm=false&ts=false
https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520email%2520%253D%2520require(%27.%252Femail%27)%250Aconst%2520queue%2520%253D%2520require(%27.%252Fqueue%27)%250A%250Aasync%2520function%2520work()%2520%257B%250A%2520%2520while%2520(true)%2520%257B%250A%2520%2520%2520%2520try%2520%257B%250A%2520%2520%2520%2520%2520%2520const%2520message%2520%253D%2520await%2520queue.receiveMessage().promise()%2520%252F%252F%2520blocking%250A%2520%2520%2520%2520%2520%2520await%2520email.send(message)%250A%2520%2520%2520%2520%2520%2520await%2520queue.deleteMessage(message).promise()%2520%252F%252F%2520UNSAFE%250A%2520%2520%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520%2520%2520console.error(error)%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520let%2520the%2520message%2520become%2520visible%2520again%2520in%2520the%2520queue%250A%2520%2520%2520%2520%257D%250A%2520%2520%257D%250A%257D%250A%250Awork()&es=2x&wm=false&ts=false
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An action which can be run several times without changing the result.

e.g.: considering HTTP REST, the HEAD, GET, PUT, DELETE, OPTIONS methods are idempotent 
by design.
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https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520app%2520%253D%2520require(%27.%252Fexpress%27)%250Aconst%2520%257B%2520sequelize%252C%2520User%2520%257D%2520%253D%2520require(%27.%252Fsequelize%27)%250Aconst%2520queue%2520%253D%2520require(%27.%252Fqueue%27)%250A%250Aapp.patch(%27%252Fusers%252F%253Aid%27%252C%2520async%2520(req%252C%2520res)%2520%253D%253E%2520%257B%250A%2520%2520try%2520%257B%250A%2520%2520%2520%2520%252F%252F%2520Wrap%2520in%2520a%2520transaction%250A%2520%2520%2520%2520await%2520sequelize.transaction(async%2520(t)%2520%253D%253E%2520%257B%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520Update%2520user%2520in%2520DB%250A%2520%2520%2520%2520%2520%2520const%2520user%2520%253D%2520await%2520User.update(req.body%252C%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520where%253A%2520%257B%2520id%253A%2520req.params.id%2520%257D%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520returning%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520plain%253A%2520true%252C%250A%2520%2520%2520%2520%2520%2520%2520%2520transaction%253A%2520t%252C%250A%2520%2520%2520%2520%2520%2520%257D)%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520Push%2520for%2520later%250A%2520%2520%2520%2520%2520%2520if%2520(user.email%2520!%253D%253D%2520req.params.email)%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520await%2520queue.push(user.email)%250A%2520%2520%2520%2520%2520%2520%257D%250A%2520%2520%2520%2520%2520%2520return%2520res.status(200).send()%250A%2520%2520%2520%2520%257D)%250A%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520return%2520res.status(500).send()%250A%2520%2520%257D%250A%257D)&es=2x&wm=false&ts=false
https://carbon.now.sh/?bg=rgba(255%2C255%2C255%2C1)&t=monokai&wt=none&l=javascript&ds=true&dsyoff=20px&dsblur=68px&wc=true&wa=true&pv=48px&ph=32px&ln=false&fm=Hack&fs=14px&lh=133%25&si=false&code=const%2520email%2520%253D%2520require(%27.%252Femail%27)%250Aconst%2520queue%2520%253D%2520require(%27.%252Fqueue%27)%250Aconst%2520%257B%2520sequelize%252C%2520EmailStatus%2520%257D%2520%253D%2520require(%27.%252Fsequelize%27)%250A%250Aasync%2520function%2520work()%2520%257B%250A%2520%2520while%2520(true)%2520%257B%250A%2520%2520%2520%2520try%2520%257B%250A%2520%2520%2520%2520%2520%2520await%2520sequelize.transaction(async%2520function(t)%2520%257B%250A%2520%2520%2520%2520%2520%2520%2520%2520const%2520message%2520%253D%2520await%2520queue.receiveMessage().promise()%2520%252F%252F%2520blocking%250A%2520%2520%2520%2520%2520%2520%2520%2520const%2520hash%2520%253D%2520hashMessage(message)%250A%2520%2520%2520%2520%2520%2520%2520%2520await%2520EmailStatus.insert(%257B%2520id%253A%2520hash%2520%257D%252C%2520%257B%2520transaction%253A%2520t%257D)%2520%252F%252F%2520guarantee%2520unicity%250A%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520.then(()%2520%253D%253E%2520email.send(message))%250A%2520%2520%2520%2520%2520%2520%2520%2520await%2520queue.deleteMessage(message).promise().catch(error%2520%253D%253E%2520console.warn(error))%250A%2520%2520%2520%2520%2520%2520%257D)%250A%2520%2520%2520%2520%257D%2520catch%2520(error)%2520%257B%250A%2520%2520%2520%2520%2520%2520console.error(error)%250A%2520%2520%2520%2520%2520%2520%252F%252F%2520let%2520the%2520message%2520become%2520visible%2520again%2520in%2520the%2520queue%250A%2520%2520%2520%2520%257D%250A%2520%2520%257D%250A%257D%250A%250Awork()&es=2x&wm=false&ts=false
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Does it work in a distributed system?
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Service 1

Service 2

Service 3

Service 4

Client
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Client

Service 2

Service 3

Service 4

Client
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● Ownership delegation is a mindset

● Leverage persistent services (DB, Queue, …)

● Always wonder what happens if this fails

● Be idempotent when you can

● A resilient architecture is a collaboration of atomic systems

● Can be applied at every level of the architecture
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• Concurrency in a distributed system

• Circuit Breaker (https://martinfowler.com)

• AZ redundancy (https://docs.aws.amazon.com)
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https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

